
BANKING INDUSTRY 
CHECKLIST
Ask the important questions to better serve your customers

BANKING INDUSTRY TOP CONCERNS

TO WHAT EXTENT HAS YOUR ORGANIZATION MOVED RESOURCES 
AND APPLICATIONS TO THE CLOUD? HOW DO YOU SEE THIS 
CHANGING IN THE FUTURE?

WHAT TOOLS DO YOU HAVE AT YOUR DISPOSAL TO UNDERSTAND 
THE HEALTH OF YOUR NETWORK?

HOW ARE YOU CURRENTLY MANAGING NETWORK SECURITY TO 
MAINTAIN GLBA FFIEC COMPLIANCE?

DESCRIBE THE NUMBER AND TYPES OF LOCATIONS THAT MAKE 
UP YOUR NETWORK. HOW DO YOU MANAGE ATM AND TELLER APPLICATIONS?

HOW ARE YOU MANAGING NETWORK SECURITY TO MAINTAIN PCI 
COMPLIANCE?

One of the priorities of any bank is reassuring customers that their money – and 
their information – is secure. No organization wants to make headlines as the next 
security breach. Additionally, banks are increasingly concerned with improving 
consumer retention and dynamics. In order to do so, organizations are increasing 
their use of big data, AI, advanced analytics and cognitive computing. In fact, a 
recent study found that 57% of organizations placed this trend as a top concern 
for 2018. With this increased focus on data and analytics, banks are relying more 
heavily on their network capabilities than ever before.

When you combine the need for data visibility with the security compliance 
requirements all banks face, SD-WAN with SD-Security are a viable solution. The 
next time you work with a new banking customer, keep the following questions at 

solutions.

Banks, like many other companies, are moving their applications to 
the cloud. This presents challenges for IT leaders to ensure security 
and performance as applications rely more heavily on wide area 
networks and the Internet than in the past. A solution like Nitel’s 

to key cloud-based applications and resources. With this service, 
banking customers ensure the privacy of sensitive customer data and 

Internet.

Depending on their current set up, reporting can be non-existent or 

your customers rely on to make business decisions and hone in on 

The Federal Financial Institutions Examination Council (FFIEC) 

that was established by the Gramm-Leach-Bliley Act of 1999 (GLBA). 

detection and intrusion prevention are all components necessary 
for compliance. Talk to your clients about how they are maintaining 
GLBA FFIEC compliance to spark a discussion about network security.

Dig in to the details of where their locations are and how they’re 
used. You’ll quickly get a sense of the scope of the opportunity and 
the size of the network. More importantly, you’ll uncover the types 
of bandwidth requirements at each location by identifying the 
location types, whether they include a data center, headquarters, 

are experiencing; what types of applications are being used at each 
location and what function each location is performing. For instance, 
a data center or ATM location wouldn’t need phone service, while 
a branch location would. This information will help you design a 
comprehensive network solution.

Initiate valuable conversations about bandwidth utilization, 
performance requirements and network security by discussing how 
your customers use and access these systems. For example, an 
application accessed via public cloud vs. one that’s housed locally 

network design you ultimately recommend.

If banks issue credit cards, they must adhere to the payment 
card industry data security standard (PCI DSS). PCI DSS is a 
set of regulations to maintain the security of cardholder data. 

creating passwords, protecting stored data and encrypting data 
transmissions.


